The Day I Plunged Into The Deep Web 


The hidden internet, known as the deep web, fascinates as much as it 
scares. Between the sale of drugs, weapons, pedophile and zoophile sites, 
haunts of dissidents and hackers of all kinds, I wanted to see what it looked 
like first person story. 


The deep web, what is it? (Those who know the answer, you can skip three 
paragraphs). Also called “invisible”, “hidden” or “deep” web (although some 
do not agree with this denomination), it is all the part of the web which is 
not indexed by search engines and where anonymity is essential (you will 
understand why later). To put it simply, and despite the power of Google, 
all the sites you visit in normal times - from Facebook to Twitter, from 
Reddit to Tumblr - represent only a tiny fraction of the Internet: around 
10%, as one explained. Canadian researcher at LaPresse, December 16, 
2013. The rest is the deep web. A good image is better than a long speech, 
I let you judge: 


The lack of referencing gives rise to advantages and disadvantages. The 
deep web thus allowed activists during the Arab revolutions to 
communicate more freely. Ditto for the Chinese dissidents who found a way 
to bypass the large firewall established by the government. It is also a 
place where the purchase of drugs, weapons, self-employed hackers, 
illegal activities, is possible, which has earned the deep web the nickname 
“the dark side of the web”. Illegal practices against which governments 
struggle painfully; in October 2013, the FBI closed “Silk Road”, a sort of 
drug eBay, which is said to have resurrected elsewhere. 


This internet fascinates. Articles on the subject are plethora of articles on 
the first page of Google where we find “We explored the deep web” at 






Spintank, in September 2013, “ Deep web the hidden face of the internet ” 
on a student blog in communication in April 2013 or even “ the deep web , 
the dark side of the web ” at Neon, in June 2013. 


First bath 

Everybody is here? Perfect. Let's go for a first initiation bath. I'm not going 
to lie to you: the first time, I went to the “foufou”, too impatient to burn my 
fingers on this novelty that smacks of the forbidden, blithely toasting the 
safety steps recommended many times in the peeled tutorials, like this: 


I quickly download a VPN and an anti-virus, and the Tor browser, aka “the 
beast”, which allows me to access the network of the same name and 
makes, more or less, anonymous my movements in the deep web , by 
simulating that you are in another country. 


I stay there for about fifteen minutes, click on two or three links that would 
allow me to buy an American passport or hire the services of a hacker. I'm 
not downloading anything - this is * absolutely not * recommended - close 
the Tor browser, which looks like firefox, and go to bed. 


I formatted my hard drive after 24 hours 

The next day is the drama. My mac reacts very strangely: barely turned on, 
the applications crash one after the other. Okay ... I restart it in safe mode, 
run an antivirus and get on with my day. 8 hours later, the antivirus is still 
running and cannot find anything. Tired of waiting, I leave it and decide to 
restart my mac in normal mode ... which will not help me any more than this 
morning. Worst. By returning to safe mode, the three antiviruses will refuse 
to launch. Not being specialized more than that in data processing (and 
persuaded that there was NEVER of virus on mac) and on excellent advice, 



I opt for the solution known as “of the vacuum”: the integral formatting of 
my hard drive (save my loves). 


Some hacker friends on the edges, or simply curious, take the opportunity 
to exercise on me their educational talents: “Never go into the deep web on 
a computer with which you have made purchases and where you have 
important passwords... I have a friend who has had miseries and who still 
has some! They are trying to launder their money in Malaysia”. Thanks 
buddy. 


Another friend explains to me that there is * a little * less risk going through 
Tor and using an operating system on a USB key, just to save the hard 
drive of the machine as much as possible. The technicality of the 
conversation gets worse when he suggests I go through a version of Linux 
whose interest is to run a Tor server on my mac's ram . Hello, yes, the IT 
department of Fnac? 


The two solutions do not suit me (I just want to go to the deep web , not 
learn to code), I tell myself that empty for empty, my mac does not fear 
much now. A week after the first contact, I decide to go back, not without 
some precautions: MacOS firewall? Enabled. AVG anti-virus? Downloaded 
and activated. AVG Link Scanner? Enabled VPN? Enabled Tor? 
Downloaded and ready to launch. I feel like Michael Phelps on a diving 
board readjusting his glasses seconds before the start. 


xkjqzdvblqe7qzdvk.onion 

My starting point will be the same as the first day: Torlinks, a page 
referencing several links from the invisible web, found in a tutorial. The 
design, like many deep web sites, is limited and takes me 15 years back in 
the history of the web. 



The address does not look like anything known: a succession of letters like 
“xkjqzdvblqe7qzdvk” and as a domain name a “.onion”, allusion to the fact 
that the Internet is made up of a succession of layers. 


The page puts me in the bath and offers me links to sites offering, in bulk, 
to buy US passport and birth certificate for $10,000, organic weed from the 
United States or the services of a hacker who, for $500, can hack 
Facebook account and pass neighbors or colleagues as pedophiles. Prices 
are systematically converted into bitcoins, a virtual currency known to make 
transactions untraceable. 


Among other links, some point to sites that allow you to buy weapons. A 
9mm Sigsauer? Mmmm, perfectly, it's 790 euros. 


In the middle of these links, other almost classic ones: buying books in 
English or German (the link detail does not say which books they are), 
forums for political activists, webradios and file sharing sites (there again, 
the link description does not say which files are exchanged). Well, I still 
come across a link whose description says “Penis Panic | Dedicated to 
genital mutilation. Photos and videos, howto say... 


Thanks to the tutorials, I learned that the Hidden wiki was roughly the home 
page of the deep web. As there is no powerful search engine like Google, 
and I don't know an address by heart, I tell myself that this site would allow 
me to continue my exploration. I was not deceived. 


So many new links to explore, or not, so many new categories, so many... 
link to pedophile and zoophile sites... I had been warned. I will obviously 



not click on these links; their presence alone is enough to make me shiver 
(euphemism). 


Another discovery of the deep web: after hiring the services of a hacker, 
that of a hired killer. This is what the descriptions of these links seem to 
suggest, which present themselves as supermarkets of the kind. 


The serendipity logically existing here too, I end up landing on a Wikipedia- 
like, trash version. From clicks to clicks, I find myself on Hitler's page. At 
the moment, I still don't know if this one is black humor, 1st degree, 2nd 
degree or more. I'll let you get an idea: 


I've only scratched the surface of the deep web 


Three hours later, I dry off. Where to go? How to get there? After having 
clicked on several links which did not work (loading can be hazardous), 
hesitated, searched, clicked again, I decide to come back to the surface. 


With a taste of unfinished business, and a feeling of having on the one 
hand; only touched the dark web a part of deep web. A bit like a tourist 
visiting Paris and only focusing on its main monuments. And on the other 
hand, faced with the relative ease of access, I wonder: can we really buy a 
quiet American passport and have it delivered to my home? 


The desire to return is lurking, in ambush, in a corner of my head. But for 
now, for safety, I will reformat my hard drive. Do you ever know what I 
could have harvested here and there? 



